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1. Introduction

1.1. Overview

FMDM (Frontier Mobile Device Management )

It is a cloud server website used to manage the

’

devices deployed in the network. FMDM is deployed on the top level of the user network, and devices in

the same-level network or sub-network are registered to FMDM and accept the unified management of

FMDM. FMDM has a built-in ACS server, which communicates with the equipment (CPE) for command

management through the TR069 protocol. FMDM supports device configuration, fault checking, and

firmware or configuration file upgrades.

1.2. Target Audience

This document is aimed at users who use the FMDM platform to manage devices.

1.3. Glossary

<Term name> <Explanation>

FMDM Frontier Mobile Device Management

RPS Redirect Provisioning Service

AP Auto Provisioning

TR-069 CPE WAN Management Protocol

ACS Auto Configuration Server

CPE Customer Premise Equipment

IP-PBX Private Branch eXchange, IP telephone exchange

Organization It can be a company, group, or individual. Independent management of
equipment and configuration between organizations.

SBC Session Border Controller




2.  FMDM Registration and Login

2.1. Registration

Please contact your superior agent/dealer/service provider or Frontier marketing staff to obtain the account

of FMDM platform.

2.2. Activation

During the process of creating an account, the platform will send an activation email to your mailbox.

Click Active Now in the email to enter the FMDM account activation page.

Please click the button below to active your account.

If clicking on the button above does not work, please copy and paste the following URL
web browser:

.f.'- i ! ) -_. 55 i . i i _UC‘

Enter the user name/email and password, and click Submit to create an FMDM account.

Note:

It is best for users to remember the registered user name and password. If the user name or password is
forgotten, you can retrieve it through email.

E-mail needs to fill in a valid e-mail address, otherwise the password will be forgotten in the future. If the

e-mail is wrong, the password will not be retrieved.

Account Activation

a Limit 8-20 characters including numbers
and letters

& Please enter your password again



2.3. Login

After the account is created successfully, the browser jumps to the login page (or enter the URL of FMDM

to log in), enter the account and password after entering the login page, and click Login.

& Frontier MDM x4+

€ € [ % fmdmifrontieriotcom/login

Device Management System

1

1

2.4. Forgot Password

During the user's use, if the password is forgotten, the password can be retrieved through the mailbox. The

steps are as follows:

1) On the login page, click "Forgot Password", as shown in the figure:

4 Frontier MOM x

€ = @ @ = imdmfontieriotcomlogin

Device Management System Welcome

2) On the reset password page, fill in the valid email address or username when registering/creating

the account, enter the verification code, and click "Send Email", as shown in the figure:



Retrieve Password

Please enter your registered email/login name,and you will receive an email with a link to

reset your password

3) The mailbox will receive a password reset email, click the link in the email to complete the
password reset
4)  After the modification is completed, you can successfully log in to FMDM with the new account

password.

2.5. Logout

After successfully logging in to the FMDM system, in the upper right corner of the system, click on

user information, the drop-down list will display "Logout", click to logout.

v & Frontier MDM x o+ = x
< ¢ @ % fmdm.frontieriotcom/wel/home &~ Q& g
88
= Default Org L Message English 8, Jabert
Dashboard Personal Information
M Dashboard
About System
@ Device Logou
% Device 178 Account 48 Organization/Site -
& Account
& Site Device Status (pcs) Registration Statistics (pcs) Phone Model (pes)
)
83 Config ~ @ @ DT-200(124)
@ On-line(22) @ Registered(i1) DT-200D(30)
Resource Off-line(152) Abnormal(37) @ D1-200C(23)
178 Not confiurecé) 48 Unesign 178
= E9l1 @ Other(0)
F Task
@ Alarm Organization Device Account site
> Other 105 04 101 0 7 ®0 7 0 1
©® Cchannel
> Default Org £} e 51 4 a el 30 [ 1n
& System Total 2 5/page Goto 1




3.  Device deployment process

3.1. FMDM + Local (DHCP, PNP) Auto Provision

The device can be directed to FMDM locally by following these steps:

1) The user adds the device MAC to the FMDM device list, and assigns SIP accounts and other
configurations to it.

2) The user configures the DHCP Server and adds the FMDM URL deployed by the DHCP Option.
Frontier devices use DHCP Option 66 by

3) After the device is powered on and the DHCP IP address is obtained, the DHCP server sends the
configured FMDM URL to the device. After the device receives it, connect to FMDM

4)  After the connection is successful, FMDM will send the configuration to the device and interact with

DHCP/FTP

the device.

The device requests a DHCP address config URL to DHCP Option, on FMDM

Add  equipment

‘ Configure DHCP, add Local and configuration

and the device will get the
The server allocates addresses and sends FMDM address locally

local config

The device initiates a management

connection request to FMDM

—l

The device interacts with FMDM

10



4. Dashboard

After the user logs in successfully, you can enter the FMDM homepage

4.1. Navigation Bar

v % Frontier MDM x4 =
<« C @ 2% fmdm.frontieriotcom/wel/home ™ a K

= Defaultorg £ Message - G English S, Jabert
Dashboard
# Dashboard
& Device E
Device 178 Account 48 Organization/Site 2/12
&8 Account .
& Site Device Status (pcs) Registration Statistics (pcs) Phone Model (pcs)
2}
8 Config @ DT-200A(124)
. @® On-ine22) \ @ Registered(11) DT-200D(30)
3 Resource Off-line(152) Abnormal(37) @ DT-200C(23)
178 Not configured(4) 48 Unassign(0) Auto(1)
= E911 @ Other(0)
F Task
@ Alarm Organization Devica Account site
5 Other 105 LY 101 0 7 0 7 0 £
@® cChannel
> Default Org 73 ® 18 51 4 41 ®11 30 0 1
@ System Total 2 5/page Goto| 1

= Default LI Message -4 English o

Dashboard

The information displayed in the navigation bar is as follows:

Switch the left directory to icon or text navigation.

Drop-down box to choose to switch between different organizations.

Display the number of alarm information of the day, click to view the specific information.

Switch the system language, support English.

©® oo

In the user information drop-down box, the user can make account settings, view version

information and help instructions about the system, or logout.
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= DefaultOrg £ Message - CEnglish 8, Jabert

Dashboard Personal Information

Dashboard

About System

S Device E
{==) Device ]_78 Account 48 Organization/Site

Account
Site Device Status (pcs) Registration Statistics (pcs) Phone Model (pcs)
Config @ DT-200A(124)
~ @ On-line(22) \ @ Registered(11) DT-200D(30)
Resource Off-line(152) Abnormal(37) p DT-200C(23)
178 Not configured(t 48 Unassgn(® Auto(t
E911 @ Other(0)
Task
® Alarm Organization Device Account Site
> Other 105 o4 101 0 T ®0 7 o 1
® Channel
> Default Org 73 ®1s 51 4 a1 o1 30 0 1
& System Total 2 5/page u Goto 1
4.1.1. Account settings
In the user information drop-down box, click Account Settings to modify the account settings. The
properties display as following:
® Display Name
Email
®  Username(Not modifiable)
® Password
® Company Name
® Country And Region
® Time Zone
= Dpefaultorg 0 Message -~ FaEnglish 9, Jabert
P Account Settings
About System
@ Device Basic Information
& Account
Display Name Jabert Modify
& Site Email jetm.huang@frontieriot.com Modify

83 Config Username  jetm.huang

Modify

Password
(3 Resource

Company Name  Default Company

= E911
Country / Region China

P Task Time Zone (UTC+08:00)Beijing,Singapore,Perth,Irkutsk,Ulan-Ude
@ Alarm Role admin

Created By admin
©® channel ’

& System

4.1.2. About System

In the user information drop-down box, click About system, the system version and version description
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A Dashboard
@ Device

&8 Account
& Site

83 Config

(3 Resource
= E9LL

F Task

@ Alarm

©® channel

& System

A Dashboard

@ Device
2 Account
& Site

88 Config
2 Resource
= E9LL

F Task

@ Alarm

© Channel

@ System

= Default Org
About System

| system Version

3280 B Release Notes
| Document

B User Manual B FAQ
| Acs URL
https://fmdm.frontieriot.com/acs?com=MEzyth

System Information

= Default Org

Dashboard

Device

Device Status (pcs)
. @ On-line(22)
Off-line(152)
178 Not configured(4)
Organization @
> Other 105 L 1]
> Default Org 73 o1t

Q

Registration Statistics (pcs)

© o~

48

Account

Device
101 0

51 4

Total2 | 5/page

The information available on the homepage is as follows:

® e OO

will be displayed, and the user manual will be displayed in the help information.

0 Message

B English 8, Jabert

Personal Information

/ About System

0 Message

48©

Organization/Site

Phone Model (pcs)

®

@ Registered(11)

Unassign(0)

Account

Displays the number of devices in all organizations of the current login user

Displays the number of SIP accounts under all organizations of the current login user

% English

S, Jabert

2/12

@ DT-200A(123)
DT-200D(30)

® DT-200C(23)
Auto(1)

@ Other(0)

site

Displays the number of Organizations / Sites under all organizations of the current login user

Display the status statistics of all organizational devices of the current login user: Online /

Offline / Not configured.

(5  Display SIP account status statistics:registered / Register failed / abnormal / Unassigned.

(8 Statistics of the number of device models of all organizations of the current login user.

(?) In each organization, the number of devices and Online / Offline status statistics, the number of

accounts and registration status statistics, the number of sites created statistics.
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5. Device Management

The main functions of the device management module are: display device list information, add, delete,
modify, search for devices, restart devices, upgrade firmware, restore factory settings, transfer devices to

different organizations, and replace their own sites.

= DefaultOrg 0 Message  English S, Jabert

M Dashboard
Selected : 0 All Models More Q

Q@ Device Q
- MAC Model Name Site Account Status DND State Public IP Address Operation
88 Account 00:AB:59:EC:OT:EC DT-2000 ConvergeloT DT200-D  US Florida Not supported 172.58.135.8 Z 2 & e
. 00:AB:SO:ECOT:AC DT-2004 ConvergeloT DT200A  US Florida Not supported 172.56.79.253 Zaf -
s Site
1007
® 00:AB:SIECOT:AS DT-2004 Frontier Shenzhen 02 CN Shenzhen Office o v OFF 113.116.40.145 Zaf -
8 Config 6FECSFEF325A5
00:AB:SOEBAS:CD 12000 TommyLee EVT US San Ramon OFF 172.56.2083 a8 -
3 Resource
00:AB:SOEC:O7:BD DT-2000 T-Mobile LAB_DO02 US Bellevuen Not supported 208.54.147.134 Zag-
= E911 00:AB:59:EC:07:FO. DT-200C Frontier Shenzhen01 €N Shenzhen Office 1001 OFF 113.118.194.186 Z 2.
00:A8:59:EC:08:04 DT-200C Chris's Test N shanghai OFF 1148225114 Z 2 -
P Task
Q0:ABISHER:AS:BO DT-2004 TommyLee EVT US San Ramon Not supported 17256209110 Zaf -
@ Alarm 00:A8:59:EB:A5:CC DT-200D Default Group OFF 120229.33.192 AN <
00ABSGECOT:CA DT-200D T-Mobile LAB_DO1 US Bellevuen Not supported 208.54.147.133 Zadf-
© channel
Total 73 | 10/page n 24 3N Fan 5N Eel = Pl B Goto 1

& System

5.1. Add Device

The user can configure the related information of the device by adding the device, as shown in the figure.

Device Add
* MAC Address
Device Name
Model Auto
Site Default
Bind Account(up to 2) SIe )

sip2 e

Synchronous FDPS (@)

Add the required input fields for the device:
® MAC address (required field): Configure the MAC address of the device.
® Device name: Set the device name.

® Model: Select the device model. After it is selected, the device can be deployed by selecting the

14



template of the corresponding model in the subsequent configuration management, the model was
Auto by default:
»  When selects auto as the model, if the device is in the list of devices supported by FMDM,
the model after deployment will be updated to the actual model of the device;
»  When selects auto as the model, if the device is not in the list of devices supported by
FMDM, the model will still be displayed as auto after deployment;

® Owned site: You can select the site set in 7 Site Management, and select the site to which the

device belongs.
® Bind account: select SIP line, SIP server, SIP account. After configuring the SIP server and SIP

account in_6 Account Management, you can configure it here. The number of SIP lines that can be

bound is different for different models.

5.2. Import Device

This function can import devices into device management in batches. Click the Import button, download
the template at the import prompt, and prepare to import data according to the template. After saving,
upload the .xIs, .xIsx files according to the prompts.

Note: up to 10000 devices can be imported.

Import Device X

Drag the file here, Or Click Upload

Cancel

5.3. Export Device

Export the devices in the device list in batches.If you don't select a device and click export directly, all
devices will be exported.

Click the box on the left of the device to select the device (multiple selection is possible, click the box

15



= Defaultorg 0 Message - GaEnglish S Jabert

M Dashboard

@ Device <
-] MAC Model Name Site Account Status DD State Public IP Address Operation
&8 Account 00:A8:59:EC:07:EC DT-200D Converge loT DT200-D  US Florida Not supported 172.58.135.8 = 28
. 00:A8:50:EC:07AC DT-2004 Converge [oT DT200A  US Florida Not supported 17256.79.253 AW S < X
s Site
1007 2
® 00:A8:50:EC:07:A5 DT-2008 Frontier Shenzhen 02~ CN Shenzhen Office ) v OFF 113.116.40.145 [CAN S - B0
Config 6FECSFEF325A5
00:A8:59: EB:AS:CD DT-200D TommyLee EVT US San Ramon OFF 172562083 Z a8 .-
Resource =
00:A8:59:EC:07:BD DT-200D T-Mobile LAB D02 US Bellevuen Not supported 20854.147.134 Z &
E911 00:A8:50:EC:07:F0 DT-200C Frontier Shenzhen 01~ CN Shenzhen Office 1001 ~ OFF 113.118.194.186 LA - B0
00:A8:59:EC:08:0A DT-200C Chris's Test N Shanghai OFF 114.8225.114 Z &t -
Task
00:A8:50:EB:AS:B0 DT-2004 TommyLee EVT US San Ramon Not supported 172.56.209.110 LIS < 30
@ Alarm 00:A8:59: EB:AS:CC DT-200D Default Group OFF 120.229.33.192 Za28-
00:A8:59:EC:07:CA DT-200D T-Mobile LAB D01 US Bellevuen Not supported 20854.147.133 &
@® Channel
Total73 | 10/page n 2 3l & (5 L6 .l B |3 Goto 1

& System

above to select all devices of current page), after selecting, click the export button to export the selected

device list information to an Excel table.

5.4. Device List Display

5.4.1. Device List Display Field

Device online status:dots: green online, gray unconfigured, yellow offline
Device Name
MAC Address
Device Model

® SIP Status:Display the registration status of the first registered line (registered, failed, not
registered, unknown). Click the drop-down arrow to view the registration status of all lines, as shown

in the figure:

Selected : 0 All Models More Q

h

MAC Model Name Site. Account Status DND State Public IP Address Operation
00:AB:59:EC:07:EC DT-200D Converge loT DT2... US Florida Not supported  172.58.135.8 LA A « BT
00:A8:59:EC:0T:AC DT-200A Converge loT DT2... US Florida Not supported 172.56.79.253 ‘28 -

® GOABSOECHTAS DT-20a4 Conmisine Eianshn Al Ehanshan i I 4An nee AUBAAE 4B ED a0 -
T org SIPLine User Account Name Display Name Server Name Account Status -
T orn O 1007 5Z office 001 1007 PortSip-Test s -
POS— i Total 1 5/page B Goto 1 ¥
00:AB:59:EC:08:0A DT-200C Chris's Test CN Shanghai OFF 114.82.26.145 LN - B
00:AB:SO:EB:A5:80 DT-200A Tommylee EVT  US San Ramon Not supported  172.56.209.110 “ad-
00:A8:59:€B:A5:CC DT-2000 Default Group OFF 120.229.33.192 Za20-
00:AB:50:EC:07:CA DT-200D T-Mobile LAB_DO1T US Bellevuen Not supported  208.54.147.133 “ 28 -

Total 72 10/page n 2) 30 (4 B5d el =l faN Goto 1

Public IP Address

Site

Software Version:Hidden by default.
SN:Hidden by default.

Last Configuration Time:The system records the last configuration time to the device, which is

hidden by default.
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® [ast Active Time:The system records the last active time of the device and hides it by default.

5.4.2. Device list hides field

Click on the Settings icon
figure.

Device
Selected : 0

MAC Model Name Site Account Status

B 00:AB:59:EC:07:EC OT-2000 Converge IoT DT2... US Florida
00:A8:59:EC:07:AC OT-200A Converge loT DT2... US Florida

® 00:AB:S9EC:OT:AS DT-200A Frontier Shenzhe... CN sherizhen offi... [[fl 1007 ~
00:A8:59:EB:AS:CD DT-200D Tommylee EVT US San Ramon
D0:A8:59:EC:07:BD DT-200D0 T-Mobile LAB_DO02 US Bellevuen

® 00:A8:59:EC:07:FO DT-200C Frontier Shenzhe... CN Shenzhen Offi L 1000 ~
00:A8:59:EC:08:0A DT-200C Chris's Test CN Shanghai
00:AB:59:EB:ASIBO DT-200A TommyLee EVT US san Ramon
D0:AB:59:EBASCC DT-200D Default Group
00:AB:59:EC:07:CA DT-200D0 T-Mobile LAB_DO1 US Bellevuen

Total 72 10/page n 2 B ) S

5.5. Search Device

5.5.1. General Search

8

,You can set which fields to display in the device list, as shown in the

[ ] =

All Models More Q
DND State Public IP Address ﬂnD
Not supported 172.58.135.8

MAC
Not supported 172.56.79.253
B Model
OFF 113.116.118.52
Name
OFF 172.56.208.3
Account Status
Not supported 208.54.147.134
Version
OFF 219.134.246.17C
Site
OFF 114.82.26.145
B Public IP Address
Not supported 172.56.209.110
SN

OFF 120.229.33.192
Intranet IP Address
Not supparted 208.54.147.133
Last Active Time
> Go to. 1
Last Configuration Time

DND State

LTE Module Version

Select the model you want to search, enter the device name/device MAC containing numbers or letters,

press Enter to view the eligible device.
1) Filter:
® Model

2)  The input field supports fuzzy search, and the search fields include:

® Device Name

® MAC

Device

Selected : 0

MAC Model Name Site Account Status
00:A8:59:EC:07:EC DT-200D Converge loT DT2... US Florida
00:A8:5%:EC:07:AC DT-200A Converge loT DT2... US Florida

@ 00:A8:59:EC.0T:A5 DT-200A Frontier Shenzhe... CN Shenzhen O!fi”. 1007 ~

5.5.2. Advanced Search

——
All Models ore Q

DND State Public IP Address Operation

Notsupported  172.58.135.8 LA R - B

Notsupported  172.56.79.253 Z &t -
OFF 11311611852 Z a4 -

Click Advanced Search, you can select site, account status, configuration status, firmware version number

and other criteria to qualify the search criteria.
1) Filter:

®  Online Status

® Site

17



®  Account Status
2) The input field supports fuzzy search, and the search fields include:
® Device Name

® MAC

5.6. Operating Device

peve
griected 1 All Models -ﬁﬂ More Qf
n All Account Status All Device Status All Versions
MAC Model Name Site Account Status DND State Public IP Address Operation
® 00:AB:59:EC:O7EC DT-200D Converge IoT DT2... US Florida Notsupported 172581358 LN - BT
® 00:A8:59:EC:07:AC DT-200A Converge loT DT2... US Florida Not supported 172.56.79.253 @ .: Q -
@ O0:AB:S9:ECOT:AS DT-200A Frontier Shenzhe... CN Shenzhen Offi... 1007 + OFF 113.116.118,52 LS - BT
® 00:A8:59:EB:A5:CD DT-200D TommylLee EVT US San Ramon OFF 172.56.208.3 B ; Q i
® 00:A8:59:EC07:8D DT-200D T-Mobile LAB D02 US Bellevuen Notsupported  208.54.147.134 a8 -
An snFA Fe A e e anas fas e B Are EPR aan mimanamar e a n

You can edit the device, set the account, set the parameters, view the details and other operations.

5.6.1. Edit Device

Click edit icon - , Device information can be changed, as shown in the figure.

= Default Org

Device ~ Edit

MAC Address:00 >
Device Model:DT-200A

*Model = Auto
Device Name Frontier Shenzhen 02
“Site  Default Group

Bind Account(up to 2) SIP1 PortSlp-Test 1007 e

sip2 -]

Synchronous FDPS

The information for the change is:

® Device Name

18

ore =3
Selected : 0 All Models
n MAC Model Name Site Account Status DND State Public IP Address
® 00:AB:59:EC:O7T:EC DT-200D0 Converge loT DT2... US Florida Not supported 172.58.135.8
00:AB:59:EC:07:AC DT-200A Converge loT DT2... US Florida Not supported 172.56.79.253
@ 00:AB:59:EC:07:AS DT-200A Frontier Shenzhe... CN Shenzhen Offi... 1007 ~ OFF 113.116.118.52
® 00:A8:59:EB:ASICD DT-200D TommyLee EVT US San Ramon OFF 172.56.208.3
® 00:AB:59:EC:07:BD DT-200D T-Maobile LAB_ D02 US Bellevuen Not supported 208.54.147.134

IR RRE R

More C

Operation

e o & 0

.Q. Message

Bl English



® Site
® Bind Account

5.6.2. Set Account

Click set account icon ==, You can quickly change SIP servers, SIP accounts and SIP lines.

Set Account Number X
MAC Address: 00:A8:59:EC:07:A5
Device Name Frontier Shenzhen 02
Bind Account(up to 20) = sip1 PortSIp-Test 1007 4]
sIp2 @
SIP3 e
SIP4 L]

5.6.3. Parameter Settings

Click on the parameter setting icon to set device configuration parameters. You can choose graphical

interface editing or switch to text editing. Text editing uses the format of the NC configuration file.

By Device Parameter Settings(Test Device)

Account Auto Provision Tools I Switch fo Text Editor
oo B3

Network

User Management:

line
Settings Password:

Phone Setting
Phonebook
Function Key

Security

5.6.4. View Device Details

Click more icon **= ,You can choose to view details, operation log, task log, device diagnosis, transfer

device.
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Device
ielected 20

MAC Model
00:AB:59:EC:07:EC DT-200D
00:AB:SRECIOTAC DT-2004

® 00:AB:59:EC:0T:AS DT-2004
00:A8:50:EB:A5:CD DT-200D
00:AB:50:EC:07:8D DT-200D
00:AB:56:EC:07:FO DT-200C
00:AB:59:EC:08:0A DT-200¢
00:AB:5%:EBIAS:BO DT-2004
00:AB:5%:EBIAS:CC DT-200D
00:AB:SEC:0T:CA DT-2000

Name Site

Converge loT DT200-D  US Florida

Converge IoT DT200A  US Florida

Frontier Shenzhen 02 CN Shenzhen Office

TommylLee EVT US San Ramon

T-Mobile LAB_D02 US Bellevuen
Frontier Shenzhen 01 CN Shenzhen Office
Chris's Test €N Shanghai
TommyLee EVT US San Ramon
Default Group

US Bellevuen

|

T-Mobile LAB_D01

Total 73 10/page

Account Status

1007
6FECSFEF325A5

J 1001 ~

4 5 6

8

All Models

DND State

Not supported

Not supported

OFF

OFF

Not supported
OFF
OFF

Not supported
OFF

Not supported

> Go to 1

Public IP Address
172.58.135.8

172.56.79.253
113.116.40.145

172.56.208.3
208.54.147.134
113.118.194.186
114.82.25.114
172.56.209.110
120.229.33.192

208.54.147.133

More Q
Operation
Z *
—d
® Details
B Operation Log
B Task Record

& Move the Device

[

(=B B - 2 -

Select details, you can view the phone's MAC address, model, last online time, software version and SN ,

as well as the registration status of each SIP line.

Device  Device Details

Basic Information Ipv4
MAC Address: 00:A8:59:EC:07:A5

Model: DT-200A

Last Active Time  2025-01-23 11:45:53
Software Version: 2.6.20.2.10
SN Serial Number:

SIP Line User

@ siP1 1007

5.6.5. View Operation

Account Name

Display Name

SZ office 001 1007

Total 1 10/page

Log

Goto 1

Server Name

PortSlp-Test

Account Status

Registered

Click the operation log, jump to the operation log interface of the device, you can view all the operation

log within 90 days of the device.

Device Operation Log(00:A8:59:EC:07:A5)

User Name
jetm.huang
jetm.huang

chris.shieh@frontieriot.com

chris.shich@frontieriot.com

chrisshish@frontieriot.com

5.6.6. View Task Log

All levels

Log Content

Update Firmware Upgrade device to official firmware

Update Firmware Upgrade device to official firmware..

Issue SIP account [1007]
Unassign SIP account [1007, 6FECSFEF325A5]

Issue SIP account [1007, 6FECSFEF325A5]

All Operations.

Operation Level
© High
® High
@ High
@ High

@ High

Update Time
2024-12-24 14:53:36
2024-12-24 14:50:33
2024-09-26 15:24:05
2024-09-26 15:24:05

2024-09-26 15:20:52

More Filters ~

Click the task record, jump to the task management interface, you can view and operate this page.See 11.

Task Management for details.
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Process Finished

Selected : 0 All Status All Tasks

Task Name Task Content Task Time
Update Firmware 2024-12-24 14:53:36
Update Firmware 2024-12-24 14:50:33
00:A8:59:EC:07:A5Force Vers... Force Version Push 2024-12-12 10:37:05

5.6.7. More the Device

All Types 00:A8:59:EC:07:AS
Status Creator
Successful jetm.huang
Stopped Jjetm.huang
No User Action

Total 3 10/page n Goto 1

Click Transfer Device to transfer the device to another organization.

More Q

Operation

Select whether to synchronize the corresponding SIP account: If synchronize account is selected, the

original SIP account will still be used after transfer; If you do not select a synchronous account, clear the

original SIP account after the transfer.

Move the Device

* Organization

* Sync Inform (SIP) @ Yes

No
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5.7. Delete Device

You can delete a single device or multiple devices.
Select the device to be deleted and click the "Delete" button. The page prompts "confirm to delete the
selected device, and the device cannot be managed after deletion". After clicking "OK", the corresponding

device will be deleted from the device list, as shown in the figure.

@ Are you sure to delete the selected device(s)?

The diagnostic records and other data of this device on the
FDMCS will be deleted after deleting it.

When the device in the list is deleted, the configuration that the platform has issued to the device is

cleared.

5.8. Reboot

Select one or more devices, click Reboot, and the selected device will be reboot.

Note: Only for online devices.

Device
aﬂ + MAC Model Name Site Account Status
® 00:A8:5%:EC:07:D3 DT-200D shenzhen test 1001 v

5.9. Set Site

You can move these devices to a site by selecting one or more devices and selecting Settings Site.7. Site

management to introduce the site.

Device
BH + MAC Model Name Site Account Status
® 00:A8:59:EC:07:D3 DT-200D shenzhen test [y 1001 -
. 1005
® 00:A8:59:EC:07:A6 DT-200A test-a CN Shenzhen Offi... v
(= 1007

5.10. Update Firmware

Select one or more devices (The equipment needs to be the same model), select Upgrade firmware, and
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select the firmware to upgrade (in Upload firmware in 9.resource management), select the upgrade mode
as immediate or timed. The device will update the corresponding firmware according to the setup.

® [mmediate: Execute tasks immediately

®  Scheduled: Specifies the time to execute in the end, creates the task to the task management list.

Note: Only for online devices.

Update Firmware X

* Firmware Version

*Mode @ Immediately Scheduled

5.11. Update Profile

Select one or more devices (The equipment needs to be the same model), click more >update profile, select
the update mode as immediate or timed, and the platform will update the configuration file for the device
as set.

® Immediate: Execute tasks immediately

®  Scheduled: Specifies the time to execute in the end, creates the task to the task management list.

Note: Only for online devices.

Device
n B v MAC Model Account Status
Update the Profile
@ 00:A8:59:£C:07:03 DT-200D 1001 ~
Update Resource File IR 1005
® 00:A8:59:EC:07:A6 DT-200A zhen Offi...
1007
Uninstall Resource File
® 00:A8:59:EC:07:A5 DT-200A zhen Offi... [{&1 1007
Move the Device
@ 00:A8:59:EC:07:9E DT-200A tamon
Factory Reset IEB 1006
@ 00:A8:59:EC:07:C0 DT-200D

v
6044

5.12. Update Resource File

Select one or more devices (devices need to use the same resource file), click more >update resource file.
Select the update mode as immediate or timed, and the platform will update the resource file for the device
as set.

® Immediate: Execute tasks immediately

®  Scheduled: Specifies the time to execute in the end, creates the task to the task management list.
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Note: Only for online devices.

Resources file include background images, phone books, certificates, ring tones, and other phone

deployment documents.
Device
n > MAC Model Account Status
Update the Profile
@ 00:A8:59:EC:07:D3 DT-200D . 1001
Update Resource File 1005
® 00:AB:59:EC:07:A6 DT-200A zhen Offi... v
[BD) 1007
Uninstall Resource File
® 00:A8:59:EC:07:AS DT-2004 zhen off... [ 1007 ~
Move the Device
® 00:A8:59:EC:07:9E DT-200A lamon
Factory Reset R 1005
® 00:ABIS9EC:07:C0 DT-200D v
[ 12
Update Resource File X
* File Type
* File Name
*Mode @ Immediately Scheduled

5.13. More the Device

Select one or more devices, click more >More the device, which can be transferred in bulk to other
organizations.

Select whether to synchronize the corresponding SIP account: If synchronize account is selected, the
original SIP account will still be used after transfer;If you do not select a synchronous account, clear the

original SIP account after the transfer.

Device
n B + MAC Model Account Status
Update the Profile
@ 00:A8:59:EC:07:D3 DT-200D 1001 ~
Update Resource File _ 1005
® 00:A8:59:EC:07:A6 DT-200A zhen Offi... ~
. ) (= 1007
Uninstall Resource File
@ 00:A8:59:EC:07:A5 DT-200A zhen offi... ([El 1007 ~
Move the Device
® 00:A8:59:EC:07:9E DT-200A lamon

Factory Reset
@ 00:A8:59:EC:07:C0 DT-200D
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5.14. Factory Reset

Select one or more devices (devices need to use the same resource file), click more >factory reset. Select
the mode of "Immediate" or Scheduled", and the platform will restore factory Settings for the device as set.
® [mmediate: Execute tasks immediately
® Scheduled: Specifies the time to execute in the end, creates the task to the task management list.
Note: Only for online devices. After the device is restored by the platform, the account number,
configuration and other information configured on the platform for the device will be cleared after the
device is started and need to be reconfigured.The configuration information of FDMS and sip account will
not be cleared. The configuration information will be automatically sent to the device when the first

connection is restored

Device
a B * MAC Model Account Status
Update the Profile
@ 00:A8:59:EC:07:D3 DT-200D i 1001 ~
Update Resource File W 1005
® 00:A8:59:EC:07:A6 DT-200A zhen Offi... &
[BR 1007
Uninstall Resource File
® 00:A8:59:EC:07:A5 DT-200A zhen Offi... [[El) 1007 ~
Move the Device
@ 00:A8:59:EC:07:9E DT-200A tamon
Factory Reset EW 1006
® 00:AB:59:EC:07:C0 DT-200D - w
2 6044
5.15. Refresh Device List
Click the refresh button to refresh the device list.
Device
n B > MAC Model Mame Site Account Status
® 00:A8:59:EC:07:D3 DT-200D shenzhen test 1001 v
BB 1005
® 00:A8:59:EC:07:A6 DT-200A test-a CN Shenzhen Offi... v
1007
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6. Account Management

6.1. SIP Server

6.1.1. Add SIP Server

Click Add Server, Add SIP Server, and configure relevant information.

L) Message G English 8, hexiaoxiao

Import Server ‘export server
[ ]

Add SIP server configuration information:
® Server Name

® Domain Name

®  Primary Server:

B Server Address

Server Port
B  Transport Protocol
B  Proxy Server Address
B Proxy Server Port

26



Default Org

SIP Server Add
* Server Name
Domain Name
Primary Server:
* Server Address
Server Port
Transport Protocol uDP
Proxy Server Address

Proxy Server Port

Click the "+" to configure the hidden backup server:
®  Proxy Server:

B Server Address

Server Port
B Transport Protocol
B Proxy Server Address
B  Proxy Server Port

Backup Server:
Server Address
Server Port
Transport Protocol uppP
Proxy Server Address

Proxy Server Port

6.1.2. Server Display List

Server display list :
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® Server Name
®  Server Address
® Domain Name
® Account Status:Check the total number of accounts, allocated number, unallocated number,
®  Operation:Edit,delete
= Default Org L) Message  C@English 2 hexiaoxiao
. SIP Account  SIP Server m
Selected : 0
Device e AR e Account Status Operation
& Account ®
tsip. Ew
(rlmrins DR E— e ke ¥ @

s Site

6.1.3. Edit

Click edit icon & , edit SIP server information.After editing the server, all relevant accounts will be

re-uploaded to the device.

= Default Org .D. Message FdEn(;IM’l &, hexiacxiao
S Account  SIP Sever o=
Selected : 0
Domain Name nt Status
A Account 2( Assigned, Unassigned1 )
PortSip-Test testsip.com 8{ Assigned, Unassigned? )
® Account e
Domestic Test SIP 47.103.116.164 tonyfanvil.com 10{ Assigned0, Unassigned10 LA

s Site Total 3 10/page n Goto 1

6.1.4. Delete

When a server is deleted, all accounts under the server will be deleted. When deleting an account, the
account that has been issued on the phone will be deleted simultaneously.

Click delete icon [I] ,Delete the selected SIP server,As shown in figure:

= Default Org 0 Message - GEnglish D, hexiaoxiao

A Dashboard
Selected : 0

vice

Domain Name

- Account n Nextiva SIP produo
Portsip-Tes si.
@ Account
Domestic Test SIP 47.103.116.16 tonyfanvil.com
& site Total 3 10/page [Ea| Goto 1

Select one or more SIP servers and click the Delete button to delete them in batches, as shown in the

figure:
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= Default Org

SIP Account SIP Server
A Dashboard

—
Selected : JMNEEET Refresh
| S—

& Account Nextiva SIP

PortSip-Test

& Account

Domestic Test SIP

& Site

6.1.5. Search

The input field supports fuzzy search, and the search fields include:

® Server Name
®  Server Address

® Domain Name

SIP Account SIP Server
Selected : 0
Server Name Server Address
NextivasP prod

Ports 7.182.232

Domestic Test SIP 47.103.116.164

Total 3 10/page

6.2. SIP Account

6.2.1. Add Account

Click Add Account to add SIP Account.

= Default Org
il
A Dashboard =
Selected : O Refresh
@ Device
Account Name User Number
&8 Account portsIP 1011 101
1005
& Account
1004
& Site i
1002
¥ Resource
100

The configurable fields are:

® Account Name
Server Address
User Number
Display Name
User Authentication

SIP Auth Password

Server Name Server Address

Total 3

10/page

Domain Name

testsip.com

tonyfanvil.com

Domain Name

testsip.com

tonyfanvileom

Assign SIP lines: Select the device SIP lines

Goto 1

Display Name
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TEST 1011

TEST 1005

TEST 1004

TEST 1002

TEST 1002

TEST 1001

Goto

1

J:l Message ?aEngHsh ,Q. hexiaoxiao

2 e

Account Status Operation

£ T

Account Status Operation
2( ) Z o
a( ssigned7 ) | m|
10( Assignedo, Unassigned10 ) @ mW

0 Message G English

L hexiaoxiao

—— [

All Status
Account Status Server Name
PorSIp
PortSlp-T
rtSip-T
ortSig
PortSip

Distribution Device:Select site, device model, and device MAC

Operation

FREREG
EBE BB

oy



Click "+" to expand the configuration:
Proxy User
Proxy Password

Voice Message Number

Voice Message Password

SIP Account = Add

Account Name

* Server Name

* User Number
Display Name

User Authentication
Auth Password

More ¥

Assigned Device

Cance‘ m

6.2.2. Import Account

Click Import Account to batch add SIP Account.Follow the instructions to download the SIP account
template, organize the data according to the format, and then upload.xls or.xIsx files.

Note: up to 10000 SIP accounts can be imported.
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Import Account X

Drag the file here, Or Click Upload

¥+ S|P Account Template

Cancel

6.2.3. Export Account

Select one or more accounts, click Export Account, and export the selected account to Excel file.

SIP Account SIP Server m Export

B Account Name User Number Display Name Account Status Server Name Operation

] portSIP 1011 1on TEST 1011 PortSip-Test(testsip.com) @ m]

] portsIP 1005 1005 TEST 1005 PortSip-Test(testsip.com) EAR |
portSIP 1004 1004 TEST 1004 PortSlp-Test{testsip.com) AR

6.2.4. SIP Account List Display

Selected : 0 m All Status

] Account Name User Number Display Name Account Status Server Name Operation
portSIP 1011 1011 TEST 1011 PortSIp-Test(testsip.com) ] Iﬂ
portSIP 1005 1005 TEST 1005 PortSlp-Test(testsip.com) (AR |
portSIP 1004 1004 TEST 1004 PortS|p-Test(testsip.com) L1 IE[
portSIP 1003 1003 TEST 1003 PortSIp-Test(testsip.com) ] m

SIP Account List field:

® Account Name
User Number
Display Name

Server Address

Account Status: Unassigned, Registered, Exception (failed registration, unregistered, account

modified, device oftline).Click to view the assigned device information, including fields:
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B Site, model, MAC, device name, SIP line, device status (online, offline), account status

(registered, failed registration, unregistered, account modified, unknown), as shown in the figure:

SIP Account SIP Server
Selected: 2 All Status
Account Name User Number Display Name Account Status
43807 43807 Registered
‘ Information Of Assighed Devices
MAC Address Device Name Device Model SIP Line Account Status
® 00:A8:59:DB:15:F7 Test Device Auto Sip 1 Registered

® Voice Message Number: hidden by default, click the setting icon to the right of the operation to

set whether it is displayed, as shown in the picture:

SIP Account SIP Server m ort
Selected : 0 m All Status \

i

Account Name User Number Display Name Account Status Server Name Operati
portsIP 1011 1011 TEST 1011 PortSlp-Test| !
Account Name
portsIP 1005 1005 TEST 1005 PortSip-Test( I
@ UseriN
portsIP 1004 1004 TEST 1004 PortSlp-Test| b
Display Name
portsiP 1003 1003 TEST 1003 PortSlp-Test( i
B Account Status
portSIP 1002 1002 TEST 1002 PortSlp-Test( )
Server Name
portsiP 1001 1001 TEST 1001 PortSip-Test| i
. . . . . Voice Message Number
Diviner's Nextiva E2081EA7254F Diviner's Nextiva Nextiva SIP{prod.vc I

®  Operation:Unassigned, Delete, Edit

6.2.5. Unassigned

Select a SIP account and click the cross under the operation, which prompts "The account of the device to
be deassigned will be empty. Are you sure you want to cancel this account ?", click OK, the SIP account

allocation will be cancelled, and the account configuration of the issued device will be cleared.

SIP Account S Server [ ~as | impor | eort ]
Selected : 0 All Status

Account Name User Number Display Name Account Status Server Name Operation
portsiP 1011 1011 TEST 1011 PortSip-Test{testsip.com) & o
portsiP 1005 1005 TEST 1005 PortSip-Test{testsip.com) @
portsSIP 1004 1004 TEST 1004 Portslp-Test(testsip.com) =W
portSiP 1003 1003 TEST 1003 PortSip-Test{testsip.com) o
portsip 1002 1002 TEST 1002 PortSip-Test(testsip.com) & o
portsiP 1001 1001 TEST 1001 PortSip-Test{testsip.com) 4

Diviner's Nextiva E2081EA7254F Diviner's Nextiva Nextiva SIP(prod.voipdnsservers.com) =
Chris’s Nextiva BFECSFEF325A5 Chris's Nextiva Nextiva SIP(prod.voipdnsservers.com) ®|= oW
SZ office 001 1007 1007 Registered Portsip-Test(testsip.com) ®|IE @
portsiP 1000 1000 TEST 1000 PortSip-Test(testsip.com) L]

32



Tips

@ The account of the device to be unassigned will be empty.

06.2.6. Delete

When deleting a sip account, the configuration of the issued account on the phone will be cleared
synchronously

Click the delete icon [l ,Delete the corresponding SIP account ,as shown in the picture:

Or select one or more SIP accounts and click the delete button to batch delete them, as shown in the figure

below:

SIP Account SIP Server m m

a Account Name User Number Display Name Account Status Server Name Operation
portSIP 1011 onm TEST 1011 PortSip-Test{testsip.com) D’ E
portSIP 1005 1005 TEST 1005 PortSIp-Test{testsip.com) = m
portSIP 1004 1004 TEST 1004 PortSip-Test{testsip.com) @ @I
portsIP 1003 1003 TEST 1003 PortSlp-Test{testsip.com) E o
portSIP-1002 1002 TEST 1002 PortSip-Test{testsip.com) @ @
6.2.7. Edit

Click the edit icon & edit SIP account information.A fter editing the SIP account, the configuration of the

account will be re issued to the device that has been assigned the account.

S Account S Server 1) =

- | Account Name User Number Display Name Account Status Server Name Operation

portSIP 1011 1011 TEST 1011 PortSIp-Test(testsip.com) ] m

portSIP 1005 1005 TEST 1005 PortS|p-Test{testsip.com) @ im
portSIP 1004 1004 TEST 1004 PortSIp-Test{testsip.com) @ IEI
portSIP 1003 1003 TEST 1003 PortSIp-Test(testsip.com) @ m

6.2.8. Modify server

Select one or more accounts and click modify server to batch modify the SIP servers corresponding to the
accounts. After modifying the server, the corresponding account configuration will be re issued to the

devices that have been assigned these accounts
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Assign Server

* Server Name

6.2.9. Search

Select the account status and enter the search content to search the qualified SIP accounts
Filter:
1) Filter by account status (all, unassigned, registered, abnormal)
2) The search box supports fuzzy matching, and the search field contains:
® Account Name
® User Name
® Display Name
® Server URL

P Account TP Server [ |
Selected : 0 All Status I

Dashboard

De
Account Name User Number Display Name Account Status Server Name Operation
=l A tSIP 1011 1om TEST 1011 PortSip-Test[testsi| ) E’J
8 Account por ortSlp-Test(testsip.com
portSIP 1005 1005 TEST 1005 PortSlp-Test(testsip.com) C]
©® Account
portsiP 1004 1004 TEST 1004 PortSlp-Test(testsip.com) LR
portSIP 1003 1003 TEST 1003 PortSlp-Test(testsip.com) L1
portsIp 1002 1002 TEST 1002 PortSlp-Test(testsip.com) EWm
portSiP 1001 1001 TEST 1001 PonSlp-Test(testsip.com) @
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7.  Site management

The platform supports multi-level site management, and users can customize different sites according to

regions, departments and different roles to facilitate management.

7.1. Add site

Click add site to enter the site add page.

Default Org 0 Message  CgyEnglish 8, hexiaoxiao
—
Bl oefault roup ==
e

CN Shanghai (1)

US Florida (2)

@ Diagnosis

= E911 CN Beijing Office (0)
KBS NJ Office (11)
test (3)

F Task

00: 07:06 DT-200A
@ Aarm

The text field:
®  Site name: user defined site name, required field.
® Parent site: select the parent site. If not, the set site has no parent site.

®  Site description
Add X
* Site Name

Parent Site

Network Segme
nt ©

Site Description

7.2. Import site

Click import site to enter the import site interface. According to the prompt, download the site template
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and modify the data according to the format.

Note: up to 10000 sites can be imported.

Import Site

4

Drag the file here, Or Click Upload

* Site Group Template

Cancel

7.3. Site management list display

The site management list includes:

® [ eft: parent site / child site list, hierarchical display

MAC address
® Name
® Model
[ ]

Site

m Default Group
Default Group (72)
MAC Address Name

US Bellevuen (4)
DO:ABISIEBAS.CC

SGS LAB (0)

CN Shenzhen Off... (11) BOARERIEDD
CN Shanghai (1) DO:AB:59:EB:51:83
US Florida (2) DO:AB:59:EB:AS:B8

US San Ramon (4) —_—_
US New Jersey (1)
CN Beijing Office (0)

KBS NJ Office (11)

OC:ABSIEBASES

D0:-A8:5%:EC:08:1C

7.4. Search sites

The input box supports fuzzy search:

® Site name

Model
DT-2000
DIT-200C
DT-200C
DT-200A
DT-200C
DT-200¢

DT-200C
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Sip Status

Operation: point to a site to add, edit and delete sub sites, as shown in the figure:

Public IP Address
120.229,33,192
117.130.201.37
58.209.3.196
1139273221
49935191
39.156.194.74

113.92.75.189



[ ]
Default Group

A Dashboard

Default Group (72)

MAC Address Name Model Sip Status Public IP Address
US Bellevuen (4)
. O0ABSEBASICC DT-2000
SGS LAB (0) ikl
CN Shenzhen Off... (11) 00:A8;59:EB:26:D DT-200 201
CN Shanghai (1) 00:ABSIERS1:83 DT-200C
US Florida (2) CABSOERASEE DT-2004 138273221
JS San Ramon (4)
US 5an Ramon (4) DOABSOEBASDI D1-200C 19935191
US New Jersey (1)

0C:ABSI:EB:ASES DT-200C 39,156,194.74
CN Beijing Office (0)

7.5. Edit site

Point to a site and click the edit icon “~,You can edit the site. Editable content:
® Site name: change the site name
® Parent site: change the parent site

®  Site description
Default Org

M Dashboard
I oefauit Group =3

Default Group (72)
MAC Address Name

Account US Bellevuen (4)

SGS LAB (0) O0:ABSEBAS:C

SGS LAB (0)

CN Shenzhen Off... (11) 0OABSSEB26:D0

CN Shanghai (1) 00-ABSUEB:S1:83
(3 Resource

US Florida (2) 00:A8:59:EB:A5:B8

D Diagnosis US San Ramon (4)

US New Jersey (1)

7.6. Delete site

Point to a site and click the delete icon [ ,You can delete the site.

Site
Dashboard

Default Group [ refiesh |

MAC Address

Device )
Default Group (72)

Aot US Bellevuen (4)

SGS LAB (0) 00:AB8:59:EB:AS5:CC

i CN Shenzhen Off... (i1) 00:A859.E8:26:00
CN Shanghai (1) 00:A8:59:EB:51:83

Resource
US Florida (2) ® & 00:AB:59:EB:A5:B8

Diagnosis S San Ramon. (4) 00:AB:59:EB:AS:D3

7.7. Equipment movement

Select the device of a site and click move to to move the device to another site.

Ste oo | o |

A Dashboard [
E Defaulleu@

Default Group (72)

Name Model Sip Status Public IP Address

8 Account v IS Bellevuen (4)
SGS LAB (0)
& Site CN Shenzhen Off... (1)

CN Shanghai (1)
(3 Resource
US Florida (2)

US San Ramon (4)

@ Diagnosis

US New Jersey (1)
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8.  Configuration management

The configuration management module mainly implements the function of batch deployment of

configuration files for customers.

8.1. General configuration

The general configuration module configures a general configuration template for users. When users need
to batch deploy a site with various types of devices, or all devices of a certain type in a site, they need to

configure the general configuration template.

8.1.1. Add general configuration template

Visit the general configuration page and click Add general configuration to enter the general configuration

add page.

Common Config —ﬁ
L

Seicied £ 0 =3

[- - - A -
Akt Ak b

Properties to be configured
®  General configuration name: user defined
®  General configuration type: select by model or by site.
B by model: select a model. When pushing, creating a task in task management, all devices of
this model can be pushed to a site
»  Model: when selecting by model, model type should be selected
® by site: select a site. When creating a task in task management, you can select all devices to be
pushed to a site
® Choose a push site
® Upload configuration file: upload the configuration file to be pushed (txt configuration file in NC

format), or do not upload, edit parameters after establishing general configuration.
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Add X

* Config Name

* Config Type = By Model

* Model
* Push Sites
Upload Canfig
Auto Config ®

Cancel “ Template Download

8.1.2. General configuration interface list

General profile list field:

Common configuration name

General configuration type: by site or by model
Model

Related sites

Last update time
Operation: set parameters, push configuration update, edit general configuration, download

configuration file

Common Config 23
Al Modes

Selected : 0

8.1.3. Setting parameters

Click the set parameter iconﬂ' ,enter the parameter setting interface. In this interface, the user can set the
parameters to be changed in the configuration file, which can be set in two ways: graphical interface and

text editing.
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Account Auto Provision Tools

Network

User Management:
line .

Settings Password:
Phone Setting
Phonebook

Function Key

Security

8.1.4.  Push configuration update

Click the push configuration update icon<V ,enter the configuration push update page, select the device to
perform push configuration, and select the push mode as immediate or timed. The platform will create the

corresponding task and push the configuration file to the corresponding device at the corresponding time.

Push Mode

Config Name DT200D
Model DT-200D
Site Name test

* Push Mode @ Immediately Scheduled

8.1.5. Edit general configuration

Click the edit icon ,enter the edit general configuration page. The fields that can be edited are:
®  General configuration name
® pushsite

Generic configuration type and device model cannot be edited.
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* Config Name static

* Config Type

" Push Sites

Auto Config

8.1.6. Download configuration file

Click the download profile icon i,you can download the configuration file in TXT format.

8.1.7. Delete

Select one or more configuration files and click the delete button to prompt "Are you sure to delete the

selected config(s)?" , click OK to delete the selected configuration file.

) Are you sure to delete the selected config(s)?

gt “

8.2. Mac configuration

After importing the MAC configuration, every time there is a modification, it will be automatically pushed

and sent to the device. If the device is not online, it will be pushed to the device on the next time when it is

online.
= DpefaultOrg 0 Message ~ FaEnglish S, Jabert
MAC Config

A Dashboard

Selected : 0 Al Models
@ Device

MAC Address Device Name Model Update Time Operation

&8 Account No Data

s Site

83 Config

@ Common Config

& MAC Config

(3 Resource
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8.2.1. Import MAC configuration

Click the import button to upload the configuration file in TXT format according to the prompt. The
configuration file must be named after the MAC address of the phone. When importing, the platform will
check the matching device list to see if the device exists. If it does not exist, it will prompt "device does not
exist" and import failed. Each time the MAC configuration is modified, it will be automatically pushed and

distributed to the device. If the device is not online, it will be pushed to the device the next time it is

online.
Selected:0 All Model Type
MAC Address Model Device Name UpdateTime Operate
00:A8:59:DB:15:F7 Auto Test Device 2021-03-02 17:44:50 O 9

Total 1 10/page n Goto 1

8.2.2. Configuration

Click the configuration iconQ ,to configure template parameters, you can select graphical interface mode
or text editing mode.

By MAC Parameter Settings(00:A8:59:DB:15:F7)

Account Auto Provision Tools Switch to Text Editor
System All Selected
Network User Management:

line 1

Settings Password:
Phone Setting
Phonebook

Function Key

Security

8.2.3. Push

Click the push icon </ ,the platform prompts "Whether push configuration updates immediately?" , click

OK to push the configuration file to the device.

Cancel
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8.2.4. Download

Click the download icon “,download the MAC configuration file in TXT format.
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9. Resource management

Resource management includes firmware management and resource file management. Resource file

management includes picture, phone book, certificate, ring tone, etc.

9.1. Firmware management

9.1.1. Firmware management - official firmware

Click firmware Management > official firmware to enter the official firmware page. This page
displays the official firmware uploaded by the FMDM administrator.

Official firmware page list display field

Firmware name

Version number

Applicable model

Release Note

Description

Update time

Operation: push update firmware, Download firmware.

= Default Org £ Message A English 8, Jabert
5 - g g

oMcal Frmware. My Flrmware [“upss | eersontons |
A Dashboard _—
selected 0 Aiodss

& Device
Firmware Name Firmware Version Support Model Description Enable Force Version Push Release Note Update Time Operation
& dt200_jade_2.6.20.2.11 20250321 gms_1.0_r 26.202.11 DT-2000,0T-200€,0T-200A 2025.03-21 18:38:25 LA A
Account 200 jade_2.6.4 20250321 gms_L0_r A2 000! View 25-03-21 S 4
dt200_jade_2.6.202.10_to_2.6.20.2.11_20250: 26.202.11 DT-200D,DT-200C,DT-200A 2025-03-21 14:51:56 A v #
s Site
dt200_jade_2.6202.9_to_2.6.202.11 202503 2620211 DT-2000,0T-200C,DT-200A 2025-03-21 14:51:29 o
83 Config dt200_jade_2.6.202 2620210 DT-200D,DT-200€,DT-200A View 2025.02-20 18:27:58 L F
dt200_jade_2.6.20.2.10.3_20: 26202103 DT-200C,DT-2004,DT-2000 View 2025.02-20 18:26:14 LA
@ Resource
dt200_jade 262029 to_2.6.202.10 202412 2620210 DT-200D,0T-200€,DT-200A 2024-12-24 14:27:35 ¥ HE
O Firmware dt200_jade_2.6.202.9.18_to_2.6.20.2.10_202: 256.202.10 DT-200D,DT-200C,DT-200A 2024-11-29 19:26:03 b B
T besiece File dt200_jade_2.6.20.2.9.13_to_2.620.2.10_202 2620210 DT-2000,0T-200C,DT-200A 2024-11-29 19:24:02 2R
dt200_jade_2.620.2.8_to_2.6.202.10_202411 2620210 DT-200A,07-200C,DT-2000 2024-11-29 19:23:14 "+ HF
= E911 = i - = .. > ¥ #
dt200_jade_2.6.20.2.9.18_20241107_gms_1.0 2.62029.18 DT-200D,0T-200€,0T-200A View 2024-11-14 17:1028 L
B Task Total 15 10/page n = > Goto 1

® Alarm

0.1.2. New version notification

Click the new version notification button to enter the new version notification settings page. Set field:
® Notification mode: in station notification, email notification.

B In station notification: when the firmware version of the selected model is updated, the
platform notifies the user in the form of in station messages.

B E-mail notification: when the firmware version of the selected model is updated, the
platform notifies the user by sending an e-mail.

® Notification model: select the model to be notified.



9.1.3.

New Version Notice

Notification Methods On Site Notice Email Notification

Notification Model

L m

Push update firmware

Click the push update firmware icon L ,enter the push firmware settings page, as shown in the figure

below. Select the device to update the firmware. After selection, select immediate push or regular push.

The platform establishes the corresponding task and pushes the firmware to the corresponding device at the

corresponding time.

9.1.4.

Push the Firmware Update

“ Runthe Device @ Assign Device Enter MAC Address

Selected: 0
MAC Address Device Name Account Info MAC Address Device Name Account Info
00:AG:50:ECOT:EC Converge loT DT200-D
No Data
00:AB:59:ECATIAC Converge loT DT200A
00:A8:50:EC:OTAS Frontier Shenzhen 02
00:AB:59:EB:AS:CD TommyLee EVT

00:A8:59:EC:07:BD T-Mobile LAB_D02

00:A8:59:EC:07:F0 Frontier Shenzhen 01

Total 72 n 21 |2 fa B e 10/page

*Mode @ Immediately Scheduled

Download firmware

Click the download icon * ,download corresponding firmware to local.

9.1.5.

Firmware management - my firmware

Click my firmware to enter my firmware page. Page list display:

Firmware name
Version number
Release Note
Description

Update time

Operation: push and update firmware, Download firmware, edit and copy file URL.
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Official Firmware My Firmware m

Selected : 0 m Used Space 25,38 kB/1 GB All Models
Firmware Name Firmware Version Support Model Release Note Description Update Time Operation
X35z 2120 X3S/X3SP = 2021-04-24 20:08:23 " ¥+ E

Total 1 10/page n Goto

9.1.6. Upload firmware

Click the upload firmware button to enter the upload firmware page:
®  Upgrade path: upload file, upload path.
B Upload file: upload the entire firmware file (only support. Zip,. Z,. Bin files) and release

note.
®  Upload path: upload the firmware file and the URL of the release note.
® Release Note:Firmware version description. Only. Doc,. PDF,. Txt files are supported.
® Firmware name
®  Version number
® Applicable model
®  Description
My Firmware upload
Upgrading Path @ Upload Uploading Path
Upload —~~~~~~~~~~————————————————————————o—————————————————————————————————————————————'"""
Drag the file here, or Click to Upload
Release Note .”””7”””””””””7””"W””"W”b””””"'
Drag the file here, or Click to Upload
* Firmware Name
Firmware Information 7””””””””””7””””W7"W7W7"Wo’7""W7W7777777777"""""""""""”7""”
Drag the file here, or Click to Upload
Firmware Version
Support Model
Description
concer |

9.1.7. Push update firmware

Click the push update firmware icon “# ,enter the push firmware settings page, as shown in the figure

below. Select the device to update the firmware. After selection, select immediate push or regular push.
The platform establishes the corresponding task and pushes the firmware to the corresponding device at the
corresponding

time.
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* Run Device @ Assign Device

[ -] MAC Address

00:A8:59:DB:15:F7
00:0B:82:77:1C:12
00:0B:82:77:1C:13
00:0B:82:77:1C:14
00:0B:82:77:1C:15

Total 16

9.1.8.

Enter MAC Address

Device Name

Test Device

Fanvil X6U

Fanvil X6U

Fanvil X6U

Fanvil X6U

|

Cancel

Download firmware

Push Firmware Update

Selected: 1
SipUser MAC Address Device Name
00:A8:59:DB:15:F7 Test Device
Total 1 n
10/page

Schedule Firmware Upgrade

Click the download icon * ,Download corresponding firmware to local.

9.1.9. Edit

Click the Edit button 4 ,edit my firmware page, edit fields:

®  Upgrade path: upload file, upload path.

SipUser

10/page

Release Note:Firmware version description. Only. Doc,. PDF,. Txt files are supported.

® Firmware name
® Applicable model
®  Description

My Firmware

Upgrading Path

* Firmware Name

* Support Model

Edit the Firmware

Upload

* Uploading Path

Release Note

X35z

* Firmware Version

X35/X35P @

Description

© Uploading Path
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9.2. Resource file management

Resource file management includes the management of pictures, phone books, certificates, ring tones and

other files.
Page list field:

Resource name

Type: picture, phonebook , certificate, ring tone, other types.

Applicable model
Description

Update time

= Default Org
Resource Files
A Dashboard
Selected : 0

File Name

@ Device

& Account 0&H_universal.apk

Remotecontrolled.apk
s Site
2025-2-19-9-59-xzhch.xml

2025-2-19-9-59-yunx.xml

83 Config

2025-2-19-9-59-xzhuru.xml
(3 Resource
2025-2-19

44.ml

O Firmware

tmobiledigits 2.8.6-1120922.apk

Dialpad_sign1119.apk
O Resource File
Zoom_5.17.11(20383).apk
= E9LL Nextiva_26.8.1.apk

F Task

9.2.1. Upload files

Operation: download, edit.

3.26 MB/1GB
File Type
APK
APK
Restricted Outgoing Calls
Allowed Incoming Calls
Restricted Incoming Calls

Phonebook

Support Model
DT-200C,DT-200A
DT-2000,07-200C,DT-200A
DT-200D,DT-200A
DT-200D,DT-200C,DT-200A
DT-2000,0T-200C, DT-200A
DT-200D,DT-2004,0T-200C
DT-200D,DT-200C, DT-200A
DT-200D,DT-200C,DT-200A
DT-200C,DT-2004,D7-200D
DT-200D,DT-200C,DT-200A

10/page

All Types
Description

ATRT Office & Hand App

Updated version with fully compatibility of

n 24 B> Goto 1

Click upload file to enter the upload resource file page. Fields to be set:

®  Upgrade path: upload file, upload path

B Upload file: upload the whole resource file.

B Upload path: the URL of the uploaded resource file.

Resource name

Applicable model

Description
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Type: picture, phone book, certificate, ring tone, other types.

All Models

0 Message

Update Time
2025.05-01 07:30:39
2025-04-1108:48:33
2025.02-19 17:03:04
2025-02-19 17:02:44
2025.02-19 15:45:52
2025-02-19 10:26:02
2025.01-2209:59:26
2024-11-20 19:58:24
2024.06-21 14:05:58

2024-06-21 14:05:42

B English 8 Jabert
Operation
¥
a1
b
¥ 4
¥ ™
¥ @
L L
LT L
¥y &
¥ ™



= Default Org 0 Message Bl English L Jabert

M Dashboard
Selected : 0 @ Used Space 893.26 MB/1 GB All Types All Models

& Device
File Name File Type Support Model Description Update Time Operation
& Aecotint 08H_universal.apk APK DT-200C,DT-200 ATRT Office & Hand App 2025-05.0107:30:39 y @
Remotecontrolled.apk APK DT-200D,DT-200C,DT-200A 2025-04-1108:48:33 v @
& Site
2025-2-199-59-xzhchxm! Restricted Outgoing Calls DT-200D,0T-200A 2025-02-19 17:03:04 y @
83 Config 2025-2-19-9-59-yunxxml Allowed Incoming Calls DT-200D,DT-200C,0T-200A 2025-02-1917:02:44 v &4
2025-2-19-9-59-xzhuru.xml Restricted Incoming Calls DT-200D,0T-200C,DT-200A 2025-02-1915:45:52 vy H
@ Resource
2025-2-19-9-59-44.xml Phonebook DT-200D,DT-2004,0T-200C 2025-02-19 10:26:02 vy @
O Firmware tmaobile.digits_2.8,6-1120022 apk APK DT-2000,07-200C,DT-200A 2025-01-22 09:59:26 ]
Dialpad_sign1119.apk APK DT-200D,DT-200C, DT-200A Updated version with fully compatibiity of - 2024-11-20 19:58:24 vy @
@ ResourceFile
Zoom_5.17.11(20383).apk APK DT-200C,DT-200A,0T-200D 2024-06-2114:05:58 <8
= Eoit Nextiva_26.8.Lapk APK DT-200D,DT-200C, DT-200A 2024-06:2114:05:42 ¥ '@
F Task Total1l | 10/page n 2 Goto 1

@ Alarm

Resource Files Upload Resource Files

Upgrading Path @ Upload Uploading Path

- Upload €%

Drag the file here, or Clicl

* File Name
* File Type
* Support Model

Description

9.2.2. Download

Click the download icon ¥ ,download corresponding files to local.

9.2.3. Editing

Click the Edit button 4 ,edit resource file page, field can be edited:
B Upgrade path: upload file, upload path.

B Upload file: upload the whole resource file.

Upload path: the URL of the uploaded resource file.
Resource name

Type: picture, phone book, certificate, ring tone, other types.
Applicable model

Description
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Resource Files = Edit Resource Files

Upgrading Path
* Uploading Path
* File Name

* File Type

* Support Model

Description

Upload

X6U.bmp

Picture

XeU @

© Uploading Path
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10. E911

10.1. Device Information

This page shows the emergency address, number, contact person, call-back number, and whether the enter

ed address is correct for each device.

— oo
= Default Org 0 Message By English 8 Jabert
Device Information
Dashboard —_—
Device
MAC Address AEUI Caller Name SiteName Phone Number Location ID ‘Address Callback Number Location Status Endpoint Status
Account 00:A8:50:EC:07:94 00a859ec0794 htl CN Shenzhen Office 1351000827 00a859ec0794 A 1351000827 Success L v
Sit 00:A8:59:EC:0T:A6 00a859ec07a6 more test 9064801503 00a859ec07a6 Hackberry 9094801539 Success Success
ite
00:A8:59:EC:DD:2D 00a859ecdd2d Intesa Sanpaolo KBS NJ Office 8392579207 00a859ecdd2d William 8392579207 Success Success
Config - - - " o . s
00:A8:50:EC:07:9E 00a859ec07%e fanvil US San Ramon 5304073549 00a859ec079e Cloverberry 5304073549 Success Success
e 00:A8:59:EC:0T:AB 00a859ec07ab DKNY CN Shenzhen Office 00a859ec07ab Madison Village 9493379601 Success Success
00:A8:59:EC:0T:AA 00a859ec0Taa Lucio CN Shenzhen Office 00a859ec07aa Mo 9493378569 Success Success
E911
00a859ec07ad fanvil US San Ramon 8183360828 00a859ec07ad Cloverberry 8183360828 Success Success
Task 00:A8:59:EC:DD:27 00a85%ecdd27 RoyalKebabAndGyros Other 4085407480 00a85%ecdd27 Campbell + 4085407480 Success Success
| 00:A8:59:EC:DD:2C 00a859ecdd2c PA Collision Concepts KBS NJ Office 7327634001 00a85%cdd2c Market 732 4001 Success Success
Alarm
00:A8:59:EC:DD:26 00a859ecdd26 Lamb Enterprises LLC KBS NJ Office 4794927681 00a859ecdd26 N Trinity 4794927681 Success Success
Channel
Total33 | 10/page u 2 = B Goto 1
Systern
® [ ocation Status : Unkonwn. Fail. Committed. Success
® Endpoint Status : Unkonwn. Fail. Committed. Success
Default Org £ Message - G@English O, Jabert
Device Information
Dashboard
|
2 Device
MAC Address AEUI Caller Name SiteName Phone Number Location ID Address Callback Number Location Status Endpoint Status
Account 00:A8:59:EC:07:94 00a859ec0794 htl CN Shenzhen Office 1351000827 00a859ec0794 A~ 1351000827 Success Fail
Sit 00:A8:59:EC:0T:A6 00a859ec07a6 more test 9064801503 00a859ec07a6 Hackberry Success Success
ite
00:A8: :DD:2D 00a859ecdd2d Intesa Sanpaole KBS NJ Office 8392579207 00a859ecdd2d William 8392579207 Success Success
Config o enror , . . e .
00:A8:59:EC:07:9E 002859079 fanvil US San Ramon 530407 00a859ec079e Cloverberry 5304073549 Success Success
Resource 00:A8:59:EC:07:AB 00a859ec07ab DKNY CN Shenzhen Office 00a859%ec07ab Madison Village 9493379601 Success Success
00:A8:59:EC:0T:AA 00a859ec0Taa Lucio CN Shenzhen Office 00a859ec07aa M 9493378569 Success Success
E911
00:A8:59:E( 00a859ec07ad fanvil US San Ramon 8183360828 00a859ec07ad Cloverberry 8183360828 Success Success
Task 00:A8:59:EC:DD:27 00a859ecdd27 RoyalKebabAndGyros Other 4085407480 00a859ecdd27 Campbell 4085407480 Success Success
y 00:A8:59%:EC:DD:2C 00a839ecdd2c PA Collision Concepts KBS NJ Office 7327634001 00a859ecdd2c Market 7327634001 Success Success
Alarm
00:A8:59:EC:DD:26 00a859cdd26 Lamb Enterprises LLC KBS NJ Office 4794927681 00a859ecdd26 N Trinity 4794927681 Success Success

© Channel
Total 33 10/page n 2 3 4 > Goto 1
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11. Task Management

11.1. Tasks in Progress

Tasks in Progress list shows the tasks to be performed and in progress:

® Task Name

® Task Content:Reboot Device, Factory Reset, Update Firmware, Upgrade Config By Model, Upgrade
Config By Site, Upgrade the Resource File.

® Task Time
®  Status: To be executed, in Executing
® (reator
® Execution Time
®  Operation: Immediate Execution, Cancel Execution, Stop Execution, Edit, Details
= Dpefaultorg 0 Message  FEnglish S, Jabert
o Process  Finished m
Selected : 0 m All Status All Tasks All Types More Q
@ Device
Task Name Task Content Task Time Status Creator Operation
88 Account reboot Reboot Device 2025-05-21 00:00:00 ~ 2025-05-22 23:59:59 To be Executed jetm.huang ®@eH=0
s Site Total1 | 10/page n Goto| 1

88 Config
& Resource
= E9LL

S Task

@ Alarm

11.1.1. Add the Task

Click add task to enter the task add page, as shown in the figure

Task Name

Task Type: immediately, Scheduled, Repeating

B Immediately: execute the task immediately after the task is established.

B Scheduled: after the task is established, the task is executed within the specified time.

= DefaultOrg 0 Message T English 9, Jabert

Process Finished ~
A Dashboard

Selected : 0 All Status All Tasks All Types More Q
@ Device

Task Name Task Content Task Time Status Creator Operation
88 Account reboot Reboot Device 2025-05-21 00:00:00 ~ 2025-05-22 23:50:59 To be Executed jtmhung © ® & @
Totall | 10/page n Goto 1

& Site

83 Config

(3 Resource

= E911

P Task
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Task Add

Task Name
Task Type © W e Scheduled Repeating
Task Content Reboot Device
Execution Device @ Ass t 3 Enter MAC Address

All Models Selected Devices: 0

lame Model MAC Addre Device Name Model

KBS_A 4 DT-200A

Frontier Shenzhen 02

B Repeating:After the task is established, the task is executed periodically by day, week and

month in the specified time period.

Task Add

Task Name

Start Time 6:41:55 Duration 1 Hour
Repeating @
Weekly
Monthly 23Day
Monthly First hursday
Task Content | Reboot Device

Execution Device © ign the i Enter MAC Address

All Models Selected Devices: 0

M MAC Address Device Name Model
Test AD2
® 00:A8:59:EC:DD: KBS A 4
Fr r 1zhen 02
KBS A 8 A

® Task content: Reboot Device, Factory Reset, Update Firmware, Upgrade Config By Model,
Upgrade Config By Site, Upgrade the Resource File.
B Reboot Device
B Factory Reset
B Update Firmware: Select device model, firmware version, current device version
requirements (all versions, specified version, version range)
»  All Versions:Select all devices of this model to upgrade to the new firmware version.
»  Specified Version:Within the selection range, the current version of the model is the
specified version of the device to upgrade the new firmware version.
» Version Range:Within the selection range, the device of the model within the set

version range can be upgraded to a new firmware version.

52



* Task Name
Task Type @ Immediately Scheduled Repeating

Task Content | Update FiLnIEEe

* Current device version All Versions

requirements

Execution Device @ All Device of this Mode Assign the Device Enter MAC Address

Gartee) m

B Upgrade Config By Model:Model configuration needs to be selected (in configuration
management, the file of general configuration type selection by model can be displayed in the
model configuration list). Select upgrade configuration file by model, execute device to select all

devices of this model.

Task Add
* Task Name
Task Type @ Immediately Scheduled Repeating
* Task Content Upgrade Config By Model
Execution Device @ All device of this model Assign the Device Enter MAC Address

Gancel m

B Upgrade Config By Site:Site configuration file needs to be selected (in configuration
management, general configuration type selection can be displayed in site configuration list by

site file).

Repeating

: @ = Device Enter MAC Address

Selected Devices: 0

Made! MAC Address Device Name Mode

Upgrade Resource File:select the model, resource file type and resource file. After selecting

the execution device, you can update the resource file of the device.
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Resource file types: picture, phone book, certificate, ring tone, other files, etc.

Execution Device @ Assign the Device Enter MAC Address

Selected Devices: 0

Moxdel MAC Address Bevice Name Model

LI T I B I I

4
I

® Execution Device:Select the device that will perform the task. You can specify some devices or
enter the MAC address.
11.1.2. Immediate Execution

In the list of tasks under execution, select a task under execution or to be executed, and click the
Immediate Execution icon ® ,The pop-up box prompts "Are you sure to perform this task?" , click

Confirm to execute the corresponding task content for the device specified by the task immediately.

© Are you sure to perform this tasic

11.1.3. Cancel Execution

In the list of tasks under execution, select a task under execution or to be executed, and click the cancel
execution icon & The pop-up box prompts "Are you sure to cancel this task?" Click Confirm to cancel

the task.

11.1.4. Edit

Click the Edit button [% to edit task, edit field:
® Task Name
® Task Type: immediately, Scheduled, Repeating

® Task content
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® Execution Device

DefaultOrg

0 Message [ English S, Jabert
Edit
Dashboard
* TaskName  reboot
Q@ Device
* Task Type © Scheduled
Account
2025-05-2100:00:00 2025-05-23 07:59:59
& Site
" Task Content  Reboot Device
88 Config
Execution Device @ Assign the Device Enter MAC Address
3 Resource
Selected Devices: 1
= B
MAC Address Device Name Model MAC Address Device Name Model
P Task
© 00ABS9EC:0T:A6 test DT-200A 00:A8:50:EC:0T:AG test DT-2004
® Alarm Totall | 10/page n Goto 1 Totall | 10/page n Goto 1

® Channel

11.1.5. Detail

Click the details icon @ to view the task execution.

Execution Details

Task Content Reboot Device Task Type Scheduled

Failed 0/ Total 1 Item All status.

MAC Device Name Status

Model Name 1P Execution Time

® 00:A8:59:EC:07:A6 test DT-200A 192.168.325

Lopege (]

To be Executed

Total 1

Cancel Run Again

11.1.6. Delete

Select one or more devices, click the delete button, and prompt "Are you sure to delete the selected

task(s)?" select Conform to delete the selected task.

o Are you sure to delete the selected task(s)?

11.1.7.
Search filter can filter field

Search
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® Task Content
® Task Type

® Execution Time: start time, end time

Fuzzy search is supported in the input box, and the searchable fields are as follows:

® Task Name
® MAC Address

= Default Org

Process Finished
A Dashboard
Selected : 0 m
& Device
Task Name Task Content
&8 Account reboot Reboot Device

& Site

88 Config
3 Resource
= E9lL

P Task

11.2. Task Finished

Bl for
0 Message Gy English 8 Jabert
AllStatus All Tasks All Types More QI
Task Time Status Creator  Operation
20250521 00:00:00 ~ 2025-05-22 23:59:59 To be Executec jemhuang @ @ 4 @
Total1 | 10/page n Goto 1

Task Performed list shows the completed or cancelled tasks. The list of executed tasks shows the following

fields:
® Task Name

® Task Content:Reboot Device, Factory Reset, Update Firmware, Upgrade Config By Model, Upgrade

Config By Site, Upgrade the Resource File.

Task Time

Creator

Execution Time

Operation: Details

= Default Org

M Dashboard
.
& Device
Task Name Task Content
& Account Upgrade Config By CFG
Upgrade Config By CFG
& Site
Reboot Device
)
88 Config Upgrade Config By CFG

3 Resource Upgrade Config By CFG

Upgrade Config By CFG
= E911
Upgrade Config By CFG

B Task Upgrade Config By CFG
R Upgrade Config By CFG
@ Alarm

Upgrade Resource File

© Channel

11.2.1. Detail

Click the details icon @ to view the task execution.

Total 148

Status: Successful, Failed, Cancel, Stopped

All Status

10/page

All Tasks All Types

Task Time Status

2025-05-20 13:52:20
2025-05-20 13:50:31
2025-05-15 00:12:16
2025-05-14 23:49:29
2025-05-14 23:49:18
2025-05-14 23:47:31
2025-05-14 23:44:09
2025-05-14 23:30:07
2025-05-14 23:30:40
2025-05-12 14:43:07

Goto 1
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0 Message - FaEnglish

Creator

jetm huang

jetm.huang
chris shieh@fronti=
chris.shieh@fronti
chris. shieh@fronti--
chris.shieh@fronti--
chris.shieh@fronti--
chris shieh@fronti--
chris.shieh@fronti-

hexiaoxiao

B Jabert

More Q

Operation



Execution Details

Task Content Upgrade Config By CFG Task Type Immediately

Failed 0/ Total 1 ltem All Status

MAC evice Name Model Name P Execution Time

® 00:AB:59:ECOT:A6 = DT-200A 192.1683.25 2025-05-20 13:52:26

Totall  10/page n Goto 1

11.2.2. Search

Search filter can filter fields:

®  Task Status: Successful, Failed, Cancel, Stopped

®  Task Content

®  Task Type

® Execution Time: start time, end time

Fuzzy search is supported in the input box, and the searchable fields are as follows:
® Task Name

® MAC Address

® Device Name

11.2.3. Delete

Select one or more devices, click the delete button, and prompt "Are you sure to delete the selected

task(s)? ?" select Conform to delete the selected task.

o Are you sure to delete the selected task(s)?

Caneel “
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12.  Alarm Management

12.1. Notice Management

12.1.1. Message Notification Settings

The platform supports sending alarm e-mail / in station alarm messages to users when the device is
abnormal (account registration fails, storage space is insufficient or sufficient, factory settings are restored,
task execution fails, etc.). Users can choose to check or deselect the corresponding exception items. When
the device is abnormal after deselection, users will not receive the alarm notification e-mail.

Note: the old firmware version of Frontier device does not support alarm management. Please obtain the
firmware version information supporting alarm notification on Frontier official website.

Click the Alarm Management> Message Notification Settings button to enter the message notification
setting page, as shown in the figure:

®  Organization

®  Alert Details:

Account Registration Failed

Storage space is insufficient or full

Factory Reset

Reboot Device

Task is failed to run

Select Task:Immediately,Scheduled,Repeating

Device Oftline

Send Email

Subscriber:Set the mailbox to receive alarm messages. You can set up more than one mailbox.

Message Notification Settings

Organization = Other

Alert Details Alert Details
@ Account Registration Failed
© uUch cloud storage space s insufficient or full
© Factory Reset
@ Reboot Device

© raskis failed to run

Select Task
© Device Offline

© Tamper

Resend activation email
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12.1.2. Notice Management List

Notice Management Listpage displays alarm information and displays contents:

®  Alarm Detailed: alarm type + device MAC address

® Alarm Type: Account Registration Failed, Storage space is insufficient or full, Factory Reset,Reboot
Device, Task is failed to run,Device Offline

Organization: the organization of the alarm equipment

Level

Time

Operation: details, delete
When the user has unread alarm information, the alarm content and the message prompt in the navigation

bar are marked with a small red dot. After the message is marked as read, the red dot disappears.

= Defaultorg 0 Message - 3English 2, Jabert

Alarm Message Synchronous FDPS
Selected : 0 m

A Dashboard

@ Device
Alert Details Alert Type Organization Level Create Time Operation
S Accoubt Reboot Device(00:A8:5%:EC:07:AA) Reboot Device Default Org, Medium 2025-04-23 18:15:23 o w
& Site Reboot Device(00:A8:59:EC:07:AA) Reboot Device Default Org Medium 2025-04-23 18:15:20 o m
Reboot Device(00:A8:S9EC:0T:AR) Reboot Device Default Org Medium 20250423 16:30:03 0 o
83 config
= Reboot Device(00:A8:59:EC:07:AA) Reboot Device Default Org Medium 2025-04-23 16:29:59 o m
3 Resource > Reboot Device(00:A8:59EC:0T:AA) Reboot Device Default Org Medium 2025-04-22 10:43:50 0 w
Reboot Device(00:A8:59:EC:07:D3) Reboot Device Default Org Medium 2025-04-22 10:41:50 o m
= E911
Reboot Device(00:A8:59:EC:07:9D) Reboot Device Default Org Medium 2025-04-22 10:41:18 0
P Task Reboot Device(00:A8:58:EC:07:9D) Reboot Device Default Org Medium 2025-04-22 10:30:13 0w
Reboot Device(00:A8:S:EC:0T:AB) Reboot Device Defautt Org Medium 20250421 15:27:02 0 w
@ Alarm
Total9 | 10/page Goto 1

® Channel

12.1.3. Detailed

Click the details icon ® check the details of alarm information.

Details

Alert Details: Reboot Device(00:A8:59:EC:07:AA)

Alert Type: Reboot Device

Level: Medium

Create Time:  2025-01-23 17:00:04

12.1.4. Delete

Select an alarm message and click the delete icon 1 to delete a single alarm message. Select multiple
alarm information and click the delete button to delete the selected alarm information.
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) Are you sure to delete the selected notice(s)?

Eamd “

12.1.5. Mark as read

Select one or more unread alarm messages, click Mark as read, the message will be marked as read, and
the red dot in front of the message will disappear.

= pefaultorg L0 Message -~ Fenglish S Jsabert

Alarm Message Synchronous FDPS Message Notification Settings
Selected : 0

M Dashboard

& Device
Alert Detail Alert Type Organization Level Create Time Operation

& Account . ° Rem. BU:EC:0T:AB) Reboot Device Default Org Medium 2025-05-20 15:36:40 o w
& site Reboot Device(00:A8:53:EC:0T:AA) Reboot Device Default Org Medium 20250423 18:15:23 o w

Reboot Device(00:A8:59:EC:0T:AA) Reboot Device Default Org Medium 2025-04-23 18:15:20 o m
88 Confi
88 Config

° Reboot Device(00:A8:59:EC:07:AR) Reboot Device Default Org Medium 20250423 16:30:03 o 1

[3 Resource Reboot Device(00:A8:59:EC:07:AA) Reboot Device Default Org Medium 2025-04-23 16:29:59 @

Reboot Device(00:A8:5%:EC:07:AA) Reboot Device Default Org Medium 20250422 10:43:50 o w
= Eoll

Reboot Device(00:A8:53:EC:07:03) Reboot Device Default Org Medium 20250422 10:41:50 o 1
B Task Reboot Device(00:A8:59:EC:07:9D) Reboot Device Default Org Medium 2025-04-22 10:41:18 o W

Reboot Device(00:A8:59:EC:07:9D) Reboot Device Default Org Medium 20250422 10:30:13 o 1
@ Alarm

Reboot Device(00:A8:59:EC:07:AB) Reboot Device Default Org. Medium 2025-04-21 15:27:02 o m
© Channel

Total10 | 10/page Goto| 1

12.2. Message Management

Message Management list shows firmware version update messages. If the user is in Firmware

Management - Official Firmware > New Version Notification Settings ( 9.1.2. New Version Notification

Settings ) ,Select On Site Notice. When the firmware version of the set model is updated, the message
notification will be displayed in the message management list and the message notification in the
navigation bar.

Message management list display fields:

® Title: firmware upgrade reminder

® Content: XX model has a new version update

® Time
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= Default Org 0 Message Gy English 2 Jabert

T symchronous FoPS ———

Dashboard
Selected : 0 [ reiesn |
8 Device
Title Content Create Time
&8 Account
No Data
% Site
Config
3 Resource
= E911
Task
Alarm
® Channel
@ System
Title Content Create Time
Firmware Upgrade Reminder "X4U" Model has new version update! 2021-03-03 17:57:35
Firmware Upgrade Reminder “®4U" Model has new version update! 2021-03-03 17:57:33
Total 2 10/page n Goto 1

12.2.1. Delete

Select one or more message notifications and click the delete button to delete the selected message.

0 Are you sure to delete the selected notice(s)?
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13. Channel management

13.1. List of bound channels

You can view the list of subordinate channels that have been bound on the bound channel list page.

= Default 0 Message ~ Glenglish 2, junxing
Sub Company Add Sub Company Channel Address Bind the Sub Channels
A Dashboard
Q@ Device
Company Name Remarks Assigned Device Number CreateTime
& Account langxing gaimingzi-frontier 1 2025-05-21 11:49:57

Total 1 10/page n Goto 1

& Site

83 Config
[ Resource
= E911

F Task

@ Alarm

® channel

& System

13.1.1. Channel address management

Click the channel address management button to view the channel address management link. After copying,
you can send the link to the superior channel for binding.

Note: Click Reset to reset the binding link, and the binding of the channel that has been bound is invalid.

Channel Address

You can send the channel binding links to your superiors so they can manage

Resetting will cause the channel binding failure, please operate carefully!

DgAQ0S

13.1.2. Binding lower-level channels

Click the Bind lower-level channel button to bind the lower-level channel.
® Upper-level channel binding address: Enter the bound address sent by the lower-level channel

(13.1.1. Channel address management).

® Remarks: Remarks on the channel
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Bind the Sub Channels

* Binding Address Of Supe

rior Channel:

Remarks:

13.1.3. Disassociation

Reset the binding link will release the bound superior channel.

Channel Address Management X

You can send the channel binding links to your superiors so they can manage
Resetting will cause the channel binding failure, please operate carefully!

XdajXs

13.2. List of channels created

Channel accounts refer to accounts created for agents, service providers, distributors, integrators, and
corporate users.Principles of channel account creation:
1) First-level channel accounts are created by the FMDM administrator, including various account types
such as agents, dealers, distributors, and corporate users.

2) When the FMDM administrator creates a first-level channel, he can specify whether he has the
authority to create a lower-level channel account.

3) First-level channel accounts can create second-level and lower-level channel accounts; when
creating second-level and lower-level channel accounts, you can specify their superior channel account.

4) Channel accounts at or below the second level do not have permission to create subordinate
channels by default. You need to apply to the first-level channel for creation and specify its superior
channel account.

5) On the channel account page, you can only view direct lower-level channel accounts

13.2.1. Create a channel account

Click Create Channel Account to enter the create lower-level channel account interface.
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= Default 0 Message Ty English 8 juming

S o A d SUb Company __A Create Channel Account
A Dashboard —_—
@ Device
Company Name Account Type Assigned Device Number Administrator Account Status Operation
& Account langxing EnterpriseUser 0 siting ~ (shisiting83@gmail.com) Not Activate oO“™

Total 1 10/page n Goto 1

& Site

88 config
(3 Resource
= E911

B Task

@© Alarm

© Channel

i3 System

Create channel account configuration properties:

® *Mailbox

® Display name

® *Company name: editable

® *Account type: default is enterprise user, can only be modified by system administrator
Distributor

ITSP Service Provider

Reseller

System Integrator

VAD

Enterprise User
*Upper-level channels:

Country/Time Zone

Language
® *Whether to allow the creation of sub-channels
After the creation is completed, the system sends an email to the customer's mailbox, which is activated by
the customer, and the user name and password are set.
List Of Sub Channels Create the Channel Account
Email
Display Name
* Superior Channel
* Company Name
Account Type Distributor
channel.addSubAccountDialot
Time Zone (UTC-11:00)American Samoa

* Create Sub-channel

Cancel

13.2.2. Created channel list display

The created channel list display includes:



° Company name
[ ) Account type:
® Number of devices: Count the number of equipment allocated under the channel account and

the number of equipment imported from ERP orders.

o Administrator: display name + mailbox
[ ) Account status: inactive, normal, deactivated
o Operation function: details, edit, disable/enable

B This function is only available for location administrators and first-level/second-level
channels, and other users can only view without editing permissions. Whether the first-level/
second-level channel has editing permissions depends on whether the channel has the permission

to create channels)

= Default 0 Message Cayenglish 8, junxing
Sub Company  Add Sub Company Create Channel Account
A Dashboard Lot
@ Device
Company Name Account Type Assigned Device Number Administrator Account Status Operation
B Account langxing EnterpriseUser 0 siting  (shisiting8 3@gmail.com) Not Activate [ C~

Total 1 | 10/page n Goto 1

&% Site

88 config
[ Resource
= E911

E =

@ Alarm

® channel

13.2.3. View details
Click the view details icon @ to view account details. Display attributes:
® Email

Display name
Upper-level channels
Company name
Account type
Country / Region

Time zone

Is it possible to create lower-level channels (If available, this item will be displayed as “Create Sub-
channel: Yes”; if not, it will not be shown.)

= Default 0 Message - Genglish S, junxing

Add Sub Company  Info
A Dashboard

Email

@ Device

Display Name ~siting
88 Account

User Name

& Site

Superior Channel junxing
8 Config

Company Name langxing

3 Resource )
Account Type EnterpriseUser

=t Country / Region Taiwan(China)

g Time Zone (UTC+08:00)Beijing,Singapore, Perth,Irkutsk, Ulan-Ude

@ Alarm

Return

© Channel
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13.2.4. Edit

Click the edit icon 2 in the operation to edit the channel account. Editable attributes are:
® Email

Display name

Superior Channel

Company name

Account type

Country / Region

Time zone

Create Sub-channel

= Default 0 Message -~ Eyenglish 9 junxing

Add Sub Company  Edit Channel Account
A Dashboard

Email
@ Device
Display Name  siting
& Account
User Name
& Site
Superior Channel | junxing

88 Config

Company Name | langxing

(3 Resource
Account Type  Enterprise Users

= E911
Country / Region  Taiwan(China)

B Task
Time Zone (UTC+08:00)Beijing,Singapore, Perth,Irkutsk,Ulan-Ude

Wiklam Create Sub-channel

® Channel
(c]

13.2.5. Disable/Enable/Lock

Click the enable/disable/lock icon in the operation list to enable/disable and lock the account.

® Enable 6 : When the account is disabled or locked, click the enable icon to enable the account.

After enabling, the account status is displayed normally.

® Deactivate ™1 : Click on the deactivate icon to stop using the account, and the account status
shows disabled.

® Not Activated & : Click this icon to automatically send an activation link to the designated

email. Once activated, the admin account will be ready for use.

= Default 0 Message - Genglish 2, junxing
Sub Company  Add Sub Company Create Channel Account
M Dashboard =
Refiesh
@ Device
Company Name Account Type Assigned Device Number Account Status Operation
5 Aecount langxing EnterpriseUser ) siting  (shisiting83@gmail.com) Not Activate oo

Total1  10/page n Goto 1

s Site

88 config

[2 Resource
E911
Task

@ Alarm

© Channel

& System

66



Please activate your Frontier MDM account nbox =

donotreply@frontieriot.com

tome v

Hi, siting

Please click the button below to active your account.

If clicking on the button above does not work, please copy and paste the following URL into a web browser:

https:ifmdm. frontieriot [SY: vactiveUser?sn=YWNOaxXZIVXNICIBXOTIONZYYOT MOMTMXNT gaMTL:

E3ND

3MzQyMTg=
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14. System Management

14.1. User Management

Users refer to FMDM users, which can be agents, distributors, service providers, end customers, etc. who
need to deploy and manage equipment on FMDM. They represent an organization (company) and want to
manage the equipment in the organization.
A user account refers to a sub-account under a channel customer, which is used for the channel customer to
divide multiple organizations or sub-accounts to manage devices.
User management is divided into:

®  User management (User):

® Role management (Role)

®  Organization

The admin role authority of each channel customer is specified when the superior channel is created,

and cannot be modified by itself.

When the channel creates a lower-level channel, the admin role authority set for the lower-level

channel must not exceed your own admin authority.

14.1.1. User Management

The user management page displays all user accounts, roles, and organization information of the channel.
Users with admin privileges can edit user accounts with non-admin privileges.

The channel default admin user account can edit other user accounts with admin privileges.

When adding an account, an activation email is sent to the user's mailbox by email, and the user name and

password are set when the user activates.

User management list display

List display fields:

® Display name
User name
Email
Role
Organization
Editor

Last edit time

Last login time
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User Role Organization
Dashboard —

= DefaultOrg L1 Message ~ G@English 8 Jabert

S Device
Display Name Email User Name Role org Activation Type Status Edit Time Operation
Account Roger Fang RogerF admin Default Org Email Normal 2025-03-23 11:25:21 [ G
Jin¥in angelself admin Default Org Email Normal 2025-03-30 19:59:33 o6H
& Site
Shelly Qin 1 shellygin admin Default Org,0ther Email Normal 2025-05-20 11:40:06 06
=) o
8 Config test00L testOl admin Other Password Disabled 2024-12:25 10:55:31 0 6F@
Jabert jetm.huang admin Other,Default Org Email Normal 2024-09-27 1:00:43
& Resource
Total13 | 5/page n 2l B2l Goto 1

= Eo11
R Task
@ Alarm
© Channel

& System

& User

[ System Log

Add user
Click to add user, you need to enter the fields:

® Display name

® Email: Enter the email address, the server will send an activation email to the email address, and
the account can be activated after the authentication is completed. Refer to 2.2 Activation.

® Role: The role permissions of a sub-account cannot exceed that of your own account.

® Organization: Manageable organization, multiple choices available.

Add

Display Name
Activation Type Email
Email
* Role

" Org

* Country / Region China

C&nCEI m

Search

Search field:

1) Filter:
® Choose permissions
2) The input box supports fuzzy search, and the input fields:
®  User name

® Display name
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User  Role  Organization

14.1.2. Role Management

Add role

On the role management page, click the "Add role" button to enter the add role page, customize the role name,

and assign different permissions to the role. The added role permissions will not exceed the permissions of the

logged-in account.

Configurableattributes:
®  Charactername
®  Description

® Permissionsetting

Role Add Role
‘ Role Name
Description

* Permission Setting All

Dashboard

Device Management
Add Device

Export Device
Transfer organization
Set Account

Task Logs

Role management list display

Display attributes:
® Character name
®  Description
® Update time
®  Operation: edit, delete.
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Reboot Device
Update Resource File
Device Details
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User R Organization m

Edit

Select any role name and click the "Edit" button to change the permissions of the corresponding role. The

role of the default administrator cannot be edited.

Role Edit Role

Role Name ceshi

Description ceishi
Permission Setting All
Dashboard
B Device Management
= g
J E

a
<)

<]
3
]

<]

<]
<]

<]
<]
o

Delete

You can select a role name/multiple role names and click the "Delete" button, and the prompt "Are you
sure you want to delete this role", click OK, and the corresponding role will be deleted from the list.

Note: If the role has an account in use, it cannot be deleted.

Tips
Are you sure you want to delete this role

Cancel

14.1.3. Organization Management

1) The upper-level organization can manage the lower-level organization;

2) The upper-level organization can only view the equipment and site statistics of the lower-level
organization, but cannot view the detailed information such as equipment and configuration
parameters. (privacy protection)

3) FMDM system administrator can manage all organizations and basic information of all
equipment (not including private data).

4) Organizations can be created by the superior organization, or users can register and create

themselves.
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5) The authority of the lower-level

upper-level organization account.

User  Role  Organization

Organization Name User
admin, Jin111
fanvil admin

ceshi admin, jin111

Total 3

Add organization

organization account is not higher than the authority of the

Describe Update Time Operation
2021-02-25 15:59:51 ™= [ﬁ[
null 2021-02-25 15:59:58 4
ceshi 2021-03-03 22:44:11 @

e sou

In the organization management interface, select Add Organization to enter the Add Organization page.

Configuration properties:

®  Organization name

®  Assign users: Assign to the main user by default, and you can add other users.

®  Description

* Organization Name
* Assign User | jetm.huang

Description

Coneel m

Organization management list display

Display attributes:
®  Organization name
User
®  Description
® Update time
®  Operation: edit, delete
Describe Update Time QOperation
2021-02-25 15:59:51
null 2021-02-25 15:59:58 ®
ceshi 2021-03-03 22:44:11 ¥ W
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Edit

Select an organization and click the edit button to edit the organization name, assigned users and

description.
Edit
* Organization Name Default Org
* Assign User
tm.huang
Description null
P
Delete

Select an organization, click the delete button, and prompt "Are you sure to delete the organization

‘test124’? After deleting the organization, all data under this organization will be deleted", click OK to

delete the organization.

Are you sure to delete the organization =~ " ?

There are devices in this organization. Please transfer the devices to other org
anizations first

* Organization

* Synchronize the correspo @ Yes No

nding SIP account

Ca n{e‘l m

14.2. System Log

14.2.1. View log list

In the system log interface, you can view the operation log of the organization you belong to. Note that you can
only view the logs of the last 90 days. Log display fields:

® User name
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Operation type:

Operation content: modified content
Organization

Operation time

IP address

= DefaultOrg L1 Message ~ English S, Jabert
A Dashboard
AllLogs All Organizations To
& Device
User Name OperationType Operation Detail 1P Address Organization Name Update Time
& Account jetm.huang Edit Task Add[Reboot Device 113.116.40.145 Default Org 2025-05-20 15:02:34

jetm.huang Edit Account Deletel] 113.116.40.14 Default Org 2025+ 3:52:20

sh Site

jetm.huang Edit Device Update|

9:EC:07:A6! 113.116.40.145 2025-05-20 13:50:31

83 Config

jetm.huang dit Device AddI00:Ag:59:ECOT:AG) 0520 15817
B Resource jetm.huang Edit Device Update[00:A8:59:EC:07:A6] 113.116.40.145 Default Org 20250520 11:50:34
Total425 | sfpage - | B: : ¢ 5 6 - 8 > o 1

= 911
P Task
@ Alarm
© Channel
& system

A user

B systemLog.

14.2.2. Search

The system log supports filter query conditions:
®  Organization name
®  Operation type

Login

Logout

Edit organization: [add, delete, edit] organization name

Edit user

Edit site

Edit device

Edit configuration

Edit template

Edit account

Edit channel users

Edit resource file

Edit alarm task

Edit task

®  Start time-end time

The input box supports fuzzy search, and the input field: user name.
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Default Org L1 Message EaEnglish 8 Jabert

System Log m

A Dashboard

AllLogs All Organizations To |

Q@ Device

User Name Operation Type Operation Detail P Address Organization Name UpdateTime
&8 Account jetm.huang Edit Task Add[Reboot Devicel 113.116.40.145 Default Org 2025-052015:02:34
4 e jetm.huang Edit Account Deletel] 113.11640.145 Default Org 2025.052013:5220

jetm.huang Edit Device 113.11640.145 Default Org 2025.0520 135031
o
8 Config jetm huang Edit Device 113.116.40.145 Default Org 20250520 11:58:17
e jetm.huang Edit Device 113.11640145 Default Org 20250520 115034

Total425 | S/page - | 4 5 6 . 8 > Gowto 1

E911
F Task
@ Alarm
© channel
@ System
A User

B System Log

14.2.3. Export

Click the Export button to export the system log as an Excel table.

System Log _4 I Export
Dashboard

All Logs All Organizations T
Device
User Name Operation Type Operation Detail IP Address Organization Name Update Time
Account fusng Login 11311640145 Default 2025-05-21
. huang Logout 113.41640.145 Default 2025-05-21 11:30:16
Site 4
huang Login Thuang] 113.11640.145 Default 2025-05-21
Config " 5
huang Logout huang] 113.116.40.145 Default 2025.05-21
Resotirce huang Login Thuang] 113.11640.145 Default 2025-05-21 11:10:10
huang Logout huang] 113.11640.145 Default 2025-05-21 11:08:59
E911
huang Login huang] 113.116.40.145 Default 2025-05-21 10:21:20
o huang Logout Thuang] 113.11640.145 Default 2025-05-21 10:21:
huang Login huang] 113.116.40.145 Default 2025-05-21 09:52:28
Alarm
huang Logout huan 113.11640.145 Default 2025-05-21 09:52:23
Channel Total 20 10/page 2y B Goto 1

System
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